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This manual will provide assistance in setting up I-View Video Verification functionality based
on sensor events configured in the Avigilon ACC. It is not a replacement for the excellent
manuals for the Avigilon ACC, which can be downloaded from their site at
http://avigilon.com/support-and-downloads/
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Introduction
Once the NVR/VMS has been set up it is ready to be tested with I-View. The following illustration shows
the path of two message flows comprising a typical “Video Verification” scenario:
1-3 - An onsite alarm ‘event’ causes an SMTP message to be sent to the I-View Now system. The
alarm event is usually the result of a simple contact closure wired into the back panel of the
NVR/VMS.
4, 5 - The resulting message path I-View initiates upon receipt of the SMTP message to retrieve
the ‘pre’ and ‘post’ alarm video associated with the alarm event. The number of pre and post
seconds can vary but it’s usually not less than 3 and normally about 10 on either side of the
alarm condition that initiates the sequence.
The user can view one or more consecutive alarm event ‘clips’ as they arrive from the I-View Now portal
via a cell phone, or a PC or tablet device’s browser. With each clip is the ability to see one or more “Live
Views” for various cameras associated with the NVR/VMS that generated the SMTP alarm.

Figure 1
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Workflow
The following steps describe a high level workflow to be followed in order to properly configure and
install an Avigilon ACC System to work with I-View Now. Subsequent sections will provide more detail
on each step outlined here.
1. Network Setup: Configure the NVR/VMS and router/firewall at the site so the NVR/VMS can
connect to the Internet. Router/Firewall instructions will vary by location, manufacturer and site
LAN configuration. In addition, data from this step needs to be input into the I-viewnow.com
portal, such as the External IP Address for the site, as well as the “Client Port”. These are
necessary so that the I-View Now portal can gain access to the NVR/VMS for “Live Views” and
retrieving video “Clips” associated with alarm events. Finally, a static IP must be available for
the NVR/VMS on site which the router will send I-View requests to as well as services on specific
ports.
2. Configure SMTP email: This will be used to communicate alerts and alarms to I-View Now. The
SMTP server and SMTP ID provided on the “Installer Data” Worksheet obtained from the Iviewnow.com portal is a necessary for this step.
3. User Setup: In the NVR/VMS please create an administrator account that has a unique
password. I-View Now will be using this password to log into the device programmatically for
‘Live View’ and ‘Clip’ retrieval. As such I-View Now recommends using the suggested
password on the “Installer Data” worksheet. If a password for the admin account on the
NVR/VMS differs from the one provided on the worksheet, this needs to be communicated to
I-View administrators in order to update the database.
4. Also be sure to include the Server port on the Installer Data Worksheet this is needed for the
http response/request and to login the VMS. By default the http response/request should be
set to port 38880.
5. PLEASE NOTE THE, HARDWARE INPUT AND GENERIC EVENTS (soft triggers) MUST BE
CONFIGURED IN A SPECIFIC WAY TO WORK WITH I-VIEWNOW SERVICE WHICH IS DESCRIBE
BELOW. PLEASE SEE SECTIONS:
6. Alarm Input Setup: The technician will configure alarm inputs on the back of the NVR/VMS to
perform two actions:
1. Trigger recording on all connected cameras
2. Send SMTP (email) alerts to I-View Now when an alarm event occurs
7. Recording Setup: The NVR/VMS can be set to record by schedule or by events. Event recording
from alarm inputs is the recommended approach for I-View Now although other modes, such as
motion detection, are possible with some caveats. These are described in more detail in this
section.
8. Configure I-View Now Entry Delay: Entry delay is configured through the I-View Now portal.
9. Test: Here you will test the individual inputs on the NVR/VMS as they are connected to your
alarm panel relays or other input devices. It is recommended that you test all inputs for
functionality and to ensure the proper workflow is configured within the I-Viewnow.com portal.
10. Trouble Shooting: This section is provided to help the technician troubleshoot common
problems encountered while installing this particular type of NVR/VMS.
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Installation Worksheet
The I-View Now Portal Installation Worksheet is created after entering the NVR/VMS make and model
into the system. A portion of an example worksheet is printed below. This sheet should be generated
from the system before attempting to set up the site for integration with I-View as it enables setup of
the NVR/VMS onsite login and password as well as the means to send SMTP messages back to the I-View
Now server. There is a place on the form for recording the Location IP Address which is the external IP
address used for the router at the site facing the Internet. In addition the ports on the external router
that will be forwarded to the NVR/VMS should be noted on this form. This information needs to be
input into the I-viewnow.com system so it will know the external IP address and ports used to
communicate from the site through the router at the site and onto the NVR/VMS.

Figure 2

Retrieve the IP address by asking the Customer/IT department for the IP address, or visit
http://whatismyip.org while on-site for a possible correct address; however, verify with the IT
department that the IP address discovered is valid to use as a target from the I-View servers. The IT Site
Administration must enable port forwarding from their router/firewalls to the Avigilon ACC server port
address.
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Avigilon Installation Steps:
Avigilon Installation
Run the Avigilon Control Center Server executable that is suitable for your system.

Follow the prompts, and install as required for the system.
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Avigilon Configuring New Camera
You will need to do is start configuring your cameras from the setup page, you will want to click on
Connect/Disconnect Cameras.

The next page will display available camera’s to install.

Select the camera, and press connect to connect the camera to the system.
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Avigilon Camera Naming Convention
Next thing you will need to do is start configuring your hardware devices. Right click the camera you just
added, and click on setup. You’ll be shown a screen similar to below:

Click on General, and you can name the camera.

For the Avigilon integration to work with I-View Now you must use a specific naming convention
otherwise the service will not work correctly. The camera must start with a number followed by a space.
For example, this would be a valid camera name 10 – Inventory Storage Room Right Wing , 2 Main
Entrance Lobby , or 10 – Hallway ABC Server Room 2, 1 Cubicle Area. The number in the naming
convention represents the camera number.
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Adding New User Accounts
Go to the Users Tab, then click on the Users and Groups button.

This will bring up the Add User dialog box were you will need to enter in the User name and Password
for the new user. Then click the green checkbox to save the new user.
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Avigilon Central Station Notifications
Next thing you will need to do is start configuring your email settings. From the main settings area,
select External Notifications, and click on the Central Station Monitoring tab

In the Email server settings area, add the recipient email address for example
tl4eumnqcgrnplee@ivnview.com
For sender name, leave blank or email address, for example tl4eumnqcgrnplee@ivnview.com
For sender email address, have it same as recipient, for example tl4eumnqcgrnplee@ivnview.com
Outgoing mail (SMTP): Please use the Data Sheet to get the smtp server address setting.
For Port: set it to 3480
Timeout: set it for 30
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Avigilon Trigger Events
There are multiple ways to handle event triggers with the Avigilon ACC system. Digital inputs, motion
detection, and analytics.
The rules system is designed to be modular, therefor it is very complex. We will show a brief example of
each below.

Avigilon Digital Input Trigger
Below is an alarm based on hardware input. Select Digital Inputs and Outputs
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You will be presented with the following screen

The input must follow the camera naming convention. Set maximum time to 20 seconds, pre-event and
post-event record time to 10 seconds, and select the camera associated with the digital input.
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Avigilon Motion Trigger

Select Motion Detection from the setup window.
You are given 2 options for motion detection,
1) Object Motion
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Select the object type, and pre and post record times to 10 seconds. You can adjust the area as
needed.
2) Pixel Motion

Select the object type, and pre and post record times to 10 seconds. You can adjust the area as
needed.
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Avigilon Analytics Trigger
Select the Video Analytics Configuration item from the setup page.

You can add analytics as needed to the camera
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The pre and post event record times are taken from the motion detection page, and do not require
configuration here.

Avigilon Event Rules
Select Rules from the Setup page. The rules platform is also very robust. The KEY factor in creating
rules is, any event that is an alarm event, MUST have “send a notification to Central Monitoring
Station” enabled.
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Digital Input Rule Example

Can be configured for all digital inputs, or just specific ones
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Motion Rule Example

Here, the rule is set to only trigger from motion on camera 3, and nowhere else.
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Analytics Rule Example

Here, any analytics event associated with camera 5 will trigger the event.
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Setting Up an Avigilon Device in the Portal (TODO)
Click on Create A Site:

Figure 34

Complete the site setup form as needed.
Edit the site and add a device

Figure 35

Please make sure you properly configure the username and password information correctly. It should
match the username and password for one of your administrator accounts such that has access to Live ,
Events , Playback and AVI/JPEG Export at the minimum.
The generated SMTP Account ID needs to be added in the Sender email address on the Server Settings
Section and in the Recipient(s) field on the Message Setting Section.
So in the Sender email address field please enter the SMTP Account ID value there. For example I would
enter avigilon_test@ivnview.com in the Sender email address field.
On Message Settings Please enter the same SMTP Account ID value into the Receipts(s) field.
Location IP Address: Please enter in your external IP address.
How to use the Alarm inputs  Pin 1 needs to associated with the corresponding Camera number. For
example, 10 – Server Room Area 2 would correspond to 10. So in field Cam: you would put the number
10.
Please use the following to confirm the Web Server Port, Event Server Port and SMTP Server port.
Save, update device, once you’re done with alarm inputs. It should resemble the following:
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Figure 39
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Glossary
This section includes terminology used throughout the manual. For further information on any term,
type the name in Google with “wiki” at the end to see a complete definition.
1. DDNS - Dynamic DNS is a method, protocol, or network service that provides the capability for a
networked device, such as a router or computer system using the Internet Protocol Suite, to
notify a domain name server to change, in real time (ad-hoc) the active DNS configuration of its
configured hostnames, addresses or other information stored in DNS
2. DHCP - Dynamic Host Configuration Protocol (DHCP) is a network application protocol used by
devices (DHCP clients) to obtain configuration information for operation in an Internet Protocol
network.
3. NVR/VMS - Digital Video Recorder. This is typically an analog camera based recording system
that provides a common interface into 4 to 16 cameras. In contrast, an NVR (Network Video
Recorder) provides an IP based interface to cameras.
4. IP - Internet Protocol address. IP addresses are used to identify the I-View server, the site
containing the NVR/VMS and the NVR/VMS itself. The site and I-View IP addresses are Internet
routable which means they can be anywhere on the Internet. The NVR/VMS typically has an
private address which is specific to the site. This is why the router/firewall at the site that faces
the Internet must contain a port forwarding entry to allow for messages to be passed to the
NVR/VMS from I-View as well as the NVR/VMS to communicate with the I-View via an SMTP
email message or in response to a request for a clip or live view.
5. MAC Address - A media access control address (MAC address) is a unique identifier assigned to
network interfaces for communications on the physical network segment. MAC addresses are
used as a network address for most IEEE 802 network technologies, including Ethernet.
Essentially, the MAC address can be thought of as one layer above the physical medium, e.g.
wire or cable, and one level below the IP address. The MAC address is often assigned by the
manufacturer.
6. Private Network - In the Internet addressing architecture, a private network is a network that
uses private IP address space, following the standards set by RFC 1918 for IPv4 and RFC 4193 for
IPv6. These addresses are commonly used for home, office, and enterprise local area networks
(LANs), when globally routable addresses are not mandatory, or are not available for the
intended network applications. Under Internet Protocol IPv4, private IP address spaces were
originally defined in an effort to delay IPv4 address exhaustion, but they are also a feature of the
next generation Internet Protocol, IPv6.
7. SMTP - Simple Mail Transfer Protocol is an Internet standard for electronic mail (e-mail)
transmission across Internet Protocol (IP) networks.
8. PoE - Power over Ethernet, describes any of several standardized or ad-hoc systems which
pass electrical power along with data on Ethernet cabling. This allows a single cable to
provide both data connection and electrical power to devices such as IP cameras. ‘
9. VMS - Video management software. Allows for storing, recording and retrieval of video clips.
10. VCA (video content analysis)
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